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Introduction

The documented configuration of the Web Console and Reportingponents of Operations
Manager 2007 provide no provision for deploying these components in a high availability
configuration. However, by deploying the Web Console and Reporting components in a load
balanced web server farm, you can improve the avaitglilnd scalability of these components.

TheOperations Manager 2007 Design Guadieeady provides documentation for high availability of
other components, including:

e Cluster Root Margement Server
e Cluster or mirror Operational DB and Reporting DB
e Configure agent communication failoveratiernate Management Servers or Gateways

This document will bridge a gap by providing shggstep guidance for configuring the Web Console
and Reporing components of Operations Manager 2007 in a high availability configuration using
hardware load balancing to support a web farm hosting multiple instances of each of these
O2YLRYySylad ¢KAA Aad O2Y0z8yRBLINBESANBROGZ2 | A

The end reglt is an Operations Manager 2007 topology with redundancy throughout all components

of the server infrastructure.
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http://technet.microsoft.com/en-us/opsmgr/bb498235.aspx

Scale-out deployment of Operations Manager web services

Scaling out th®perations Manageweb console is much more a straight forwar@eedure than
scaling out theDperations ManageReporting Server. The following overview and the detailed
description that follows are valid for this environment:

e Operations Manager 2007 SP1 (RMS installed)

e Windows Server 2003 (with 11S 6.0)

e SQL Server 26 Enterprise Editio(for Operations Manager Reporting)

e Web console and Reporting may be hosted on the same web server farm

However;this configurationis not currently documentedgnhdnot officially supported) by Microsoft.

Use caution wheifollowingthe instructions in this documentith, especially in production
environments.

% Access URLs via
. = ——-_._\vllel P Affinity to
U -—-_\,_\‘ - Port
= -O%
-

Network Load

Balancer

/ \\ -
&7 f
w §

Reporting Reporting
Server | Server /
Web Web

Console #1 Console #2

OpsMgr DB RMS OpsMgr DWH
(Clustered) {Clustered) (Clustered)

Figurel - Fully redundant and scaled out Operations Manager installation
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Configuration Overview for a Scale-Out Deployment

The table below listshe high level implementation steps required for a sealg deployment of
Operations Manager 200/ eb InterfacesDetailed implementatiorsteps arencludedlater in the
document.

N° |Step

a

Choose and configure load
balarcing technologypage |required
9

Gonfigure virtual DN&ames
(pagel0)

Prepare windows service
account (pagd.2)

Issue SSL certificates for tl
virtual FQDN¢pagel0)
Install 11S (and ASP .NET)
the webnodes(pagel3d)

Install and patch SCOM W
console(pagel3)

optional

required

required

Prepare OpsMgr data
warehouse databas@age
15)

Install and base configure
SQL Reporting Services

(pageld)
Install OpsMgr Reporting
Severs(pagel9)

Configure SQL Reporting
Services Namgage20)

Configure ASP.NET

MachineKeypage21) required

Backup SQL Reporting
Services Encryption Key
(page22)

Gonfigure IS for load

balancing and S$page23) required

Gonfigure OpsMgweb

addressegpage26) required

recommendel

required

Web Console Report Servel|Remarks

affinity / stickinesss required

preferably one for the web conso

recommende( and another one fothe reporting

required

optional

required

required

required

required

required

required

required

required

required

server

.NET 2.0 required on x64 set
ASP.NET 2.0 as default

installonly one web farm member
server at one time

SQL Server Enterprigslition

install only one web farm membe
server at one time

Tablel - Configuration steps foscaleout deployment
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Licensing SQL Reporting Services for Scale-Out Deployment

Using SQL Reporting sersdn a web farm deployment has an impact on how the SQL Server
componentsarelicensed. The Reporting Servers have to be installed &&MgServer 2005
Enterprise EditiorSeeSQL Server 2005: Compare Featfioesnore details.

Youwill have to acquire SQL licenses for the Reporting Services sepasatéiygOperations
Manager Server 2007 with SQL Server Techntitmmnse onlyincludes SQL Server Standard Edition
In ascaleout deployment such dicense covers the database servers which host the Operations
Manager and the Operations Manager data warehouse dataQafstne servers are not being used
by anything else but Operations Managiowever; br each reporting server in the web faran
additional SQL Server 2005 Enterprise Edition license has to be purcB&de8erver 2005: Special
Licensing Considerations (Reporting)

Consider our example with two scaled out web farm member nodledully license the three
clusters and two web farm members you will need:

User -~ User -
Network Load Notwork Load
Budan Baance

Windows Barver * Wieoomws Borver Wirdowy Ervwe © Wity Burvr

Staersrd Foton Standant Cdmon Stacdand Eddon Standan] Ectson

SCL Server 2005 SOL Server 2008 sGL Sl.;wc 2005 5aL g&‘-m 2005

Ertogiise Edticn Enterprise Eotion Eripvpniee Fdtion Erterprise Ediinn

Erterpiiee § Eremmaied Entorprise P Ervereisd

Server ML Sevvar ML Setven ML Secver M8

Reporing Repaorting Reporing Repertieg
Sorver ! Server / Sacviw J
toot: Web Yieb
Conscle 21 Cormcle ¥2 Consale #1
2 » Yndows Server 2 x \Windows Seren o Z 6 Windows Server '-\\M:-ls«r-um B -
- 2 3 Wudons Server & 2 . 2 00w Servet
- Eitwprae E01;m Enteyone Edtion et e Edto Uirwtrae Casm  nteeites titton e
s I~ -~ . "~ S L, S
j"ﬂ' Oparsters Maragar Sooew 2007 wih Q. Sorver Tochoogy 2‘3“ ;“"5'; 0 é ] §# BAL Sarver 2000
3 PROOUS =Ue0n o : St Cdton
- - | 2 mikl ll”‘ﬂ ~ g
7 serer ML N i-ﬁm 2 ‘5"::' Sy 20057 i 2« Eloonen
- . Senwrlt  al— SeqrerMl
Cpalgr DB AMS OgrMgr DWH CpaMyr D& S Opsbdr DWH
(Clustered) (Custered) (Cusiered) (Clustered) (Clustered) (Custered)
Option A:Operations Manager with SQitense Option B:SQL licenses independent of
Operations Manager

Figure2 ¢ Licensing Options
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http://www.microsoft.com/Sqlserver/2005/en/us/compare-features.aspx
http://www.microsoft.com/Systemcenter/operationsmanager/en/us/pricing-licensing.aspx
http://www.microsoft.com/sqlserver/2005/en/us/Special-Considerations.aspx#reporting
http://www.microsoft.com/sqlserver/2005/en/us/Special-Considerations.aspx#reporting
http://www.microsoft.com/sqlserver/2005/en/us/Special-Considerations.aspx#reporting

Licenses require{Option A): Licenses require@ption B)

Operating System Opernating System
e 6 x Windows Server Enterpe (cluster e 6 x Windows Server Enterprise (cluste
support) support)
e 2 x Windows Server Standard e 2 x Windows Server Standard
Operations Manager Operations Manager
e 1 x Operations Manager Server 2007 e 1 x Operations Manager Server2007
with SQL Server Technology e 6Xx Enterprise Server ML (agent)
e 6 X Enterprise Server ML (agent)
SQL Server
SQL Server e 2 Xx SQL Server Standard Edition
e 2 X SQL Server Enterprise Edition (databases)
(reporting) e 2 X SQL Server Entergrigdition
(reporting)

Table2 ¢ Licensing Option Details

This information has been extracted from the Microsoft web pages referenced above. There is no
guarantee that it is still valid when you are reading thisuoent. Please consult your Microsoft
reseller before planning any purchases.
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Preparation
A.Web Server Load-Balancing
In order to share the load in a web server farm, the incoming requests havedistributed among

the member servers. Theouldnormallybe achievedusingDNS round robina dediated network
hardware solution oWWindows ServeNetwork Load Balancing

Loal-balancing arDperations Manager weinterface requiresaffinity or stickness Since DNS round
robin does not allow this, the only options are:

e Hardware Load Balancing (must support TCP port affinity)
¢ Microsoft NLB (affinity sgt

Whichever approach you take: Make sure you talk torymtwork engineers beforehand, especially
when consi@ring the use of Microsoft NLB, which carries with it specific network configuration
requirements.

NOTEThe web farm on theohd balaner mustbe configured withaffinity at layer 4 (TCP
port). Once a client initiates a session, the load balancer must route all requests to the game
web farm member nodeintil the session is terminatedf the Otherwise the ASP .NET
session state information becoraénvalid.

Configuring layer 3 (IP) affinity is a common mistake that results in sessions being redirpcted
to another web server prematurely.
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http://technet.microsoft.com/en-us/library/cc787484.aspx
http://technet.microsoft.com/en-us/library/cc781392.aspx

B.DNS

| stronglyrecommend using DNS entrider the web server farm's virtual IP. This makes using the
URLsnuch more user friendlyExamples in this article use

e opsmgrcons.rburri.wordpress.com (web console)
e opsmgrrpt.rburri.wordpress.com (reporting)

C.SSL Certificates

If securing the web interfaces ligrcingSSlcommunicationis a requirement, a web serre
certificate for each virtual DNS name respectively IP address is reqlirechame of the SSL
certificate must match the FQDN of the virtul

The certificates are going to be shared among all farm merséeters Export the certificate
including theprivate keyto a .pfx file Later on you will use this file to import the certificate on the
web farm member nodes

[NewRequest]

Exportable=True

KeyLength=1024

MachineKeySet=True

ProviderName="Microsoft RSA SChannel Cryptographic
Provider"

ProviderType= 12

Requestername="rburri"

SMIME=True

Subject="CN= opsmgrcons.rburri.wordpress.com
[RequestAttributes]
CertificateTemplate="WebServer"

Table3 - Web Server Certificate Request Template

If the Certificate Authority issuing the céitates is not a member of the Microsoft Root Certificate
Program, you need to ensure that tldlemainmember servers trust the Certificate Authoritgheck
Microsoft Knowledge Base Artid81125for a list of CAs and a hotfix which updates the list.
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http://support.microsoft.com/kb/931125

¢2 YFE1S F y2y LINBINIY YSYOSNI /! | GNHaAGSR 2yS> L
Directory.All domain member machines will then trust certificates issued by thigkse steps
require you b posses®omain Administratorin the root domain oEnterprise Administrataights.

1. Obtain theCertificate Authoritpa Fdzf f OSNIATFTFAOFIGS OKFAY O0dLITO

2. Double click the file, expand certificates and right click on each contained certificate to
exportit.

3. Publish the certificates to Active DirectoRepeat the following command for every
certificate found in the chairBegin with the toplevel certificate

CertUtil i dsPublish i f[CA Certificate File Name]

fm certmgr - [Certificates - FileyC:4 TEMP4,SAMPLE_CHAIN.P7B\Certificates] [Ei[=] E3

File  Action Wiew Help
= | aE @R 2o

[EP Certficates - Fils
-0 G\ TEMPLSAMPLE
i3 Certificates

Security Roaot
Elcerti_ap All Tasks

Help Certificate Export Yizard

1 | 2l ] Enport File Format
|Export a certificate | Certificates can be exported in a variety of File Formats,

Select the format you wank ta use;

& o LY
" Base-64 encoded X,509 {.CER)
" Cryptographic Message Syntax Standard - PKCS #7 Cettificates (.P7E)

™ Include all certificates in the certification path if possitle

< Back I Mext = I Cancel

Figure3 - Export individual certificates from a chain file
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D. Service User Accounts (Operations Manager Reporting)

Operations Manager Reporting requires two service accounts. Create these two user accounts before
beginning with the installation

Account Rights

Operations Manager 2007 | Group Membership:
Data Warehous®eader ¢ Domain User

Additional rights:
e Logon as a batch job
e Logon as a service

Operations Manager 2007 | Group Membership
Data Warehous#&\Vriter e Domain User

Table4 - Operations Manager Service User Accounts

The data warehouse writer and reader accounts have to be domain users. Also make sure that the

readerk OO0O2dzy i 3ASGa 3N ghasSaenick SHyREH JYE i & | a.2vhivibd § OK 2206
setup will initially take care of that, a domain security policy could remove these rights soon after.

Check with your domain administrator.
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Installation

E.Prepare the IIS servers

On each server which is going to be a member ofitkb farm, insall .NET Framework 2.8,SP.NET
and IIS. Do not yet configure any IIS settings. The installation programs of the web console and
reporting services work best when everything is still set to default values.

F.Installing Operations Manager Web Console

TheOperations Manager web console can be run in two moBéhker the users authenticate using
built in Windows authentication or they have to manually log in to the web console (forms
authentication).

Using Forms Authentication (SSL) or not

If all webconolesdzd SNRa t/ a INB f20F3iSR Ay GKS &alFyYS R2YIlA
installation, the integrated windows authentication may be used. Users will not be prompted for

their credentials when accessing the web console. In that case trusted deledaisao be set up.

Seethe note below. The linked document descriliesv to enable constraint delegation to the SDK

and CFG account for the web console nodes.

2 A0K WC2N)XYA ! dzZiKSYOGAOF A2y QY GKS dzaASNEBE lbgii KSy G A C
In that case SSL has to be usHge huge advantage is that the web page can easily be accessed from
computers not being members of the domain. Even publishing it on the internet is an optieck

System Center Forum: Publishing the Web Console to the IntBsnbaickground information.

This guide assumes Forms Authentication (with SSL) being used.

NOTEIt is possible toanfigure the Web Console to use Windows Authentication on a stdnd
alone Web Console server by configuraogstrained delegationFor detailed configuration
information, see the following article dyatya Vel

http://www.systemcenterforum.org/downloads/howo-configurea-stand-aloneopsmar
web-consolefor-windowsauthentication/
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http://www.systemcenterforum.org/news/secure-publishing-of-the-operations-manager-web-console-to-the-internet/
http://www.systemcenterforum.org/downloads/how-to-configure-a-stand-alone-opsmgr-web-console-for-windows-authentication/
http://www.systemcenterforum.org/downloads/how-to-configure-a-stand-alone-opsmgr-web-console-for-windows-authentication/

Web Console Installation

If the Root Malagement Server is already in place then installing the web interface on each farm
member node is a straight forward procedure. Just make sure that you do not attempt to install
more than a single instance at a time as this might lead to some unexpectdtsréo not forget to
apply the Operations Manager hotfixes to all installed web consoles.

i2§ System Center Operations Manager 2007 Setup
Custom Setup

Select the components that you want to install.

Click an icon in the list below to change how that component will be installed.

- X ‘ Database - Component description——————————
X This component installs the Microsoft

= Planagement Server Operations Manager Web console.
= X _~| User Interfaces

¥ ~| Command Shell This component requires 26MB on your hard

T drive.

Location:

C:\Program Files|System Center Operations Manager 2007\, Browse |
Help l Disk Usage | < Back | Hext = I Cancel |

Figure4 - Installing Operations Manager Web Console

If you plan to use your web servers for hosting Operations Manager ReportingeSeagiwell, do
not yet proceed with any Hconfiguration steps. If not theoontinuewith setting the ASP.NET
machineKeyn page21).
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G.Prepare Operations Manager Data Warehouse DB

The SQL servaostingthe Operations MnagerData Warehous®atabase might be shared with
other database# the database server can cope with the lofudthat case you will have to use a
separate SQL server license (see pafygg more details) The SQL ReportirServices instances
however can not easily be shared with other applications. The installation routine will most likely
break already existing configurations since it integraigistly with OpsMgisecurity.

1. Set up and patch the SQL Server which is goihgst the Operations Manager Data
Warehouse databasesfandardedition). Using x64 technology is a good choice.

2. Either using the installation wizard BBCreateWizard.exereate the initial
OperationsManagerDWlatabase on the SQL server. Do not in&8IL Reporting Services or
the Operations Manager Reportilggrver on the database server.

,’s‘ Dperations Manoager 2007 Reporting Setup m
Custom Setup

Select tre comporants thet you want to rstal,

Chckan con in the kst below to changes how that component sl be nstaled,

Conponent description

The component installs Moosoft
Cperations Manager Dots ‘Warshouse,
Thes comgonant sequires 111 3B on your
hard drive

E3v

Repoting Setver

Locabon:
Cl¥Program Mes|System Center Operations Mansger 2007}

Help [ Digk Usage | <Back et > Cancel I

Figureb - Operations Manager Data Warehouse DB Setup using the setup wizard

Choose SQL Server database instance, port and data fileguased bythe database server
setup.When planning your installation, keep in mitit the data warehouse can grow

quite large over time.
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H. Install and Configure SQL Reporting Services
1. Proceed with installing SQL 2005 Reporting Services (EnteExtigen) on the first web farm
member node. Then configure the basic settings befostalingthe other nodes.

2. Install S

Install only Reporting Services (Report Manager and Shared Tools) and optionally

from the Client Components the Business Intelligence Develop@iidio.

[ SIS GKS AyaidlyOS ylIYS aSid (2 Ws5STFldAZ G L
At this stage do not require SSL communication

UsethebuibA y ae&adSy I 002dzyli WbSGég2N] { SNIBAOSQd
to the OpsMgr data warehouse reader account.

| K22aSowdiyRa! yd O2yFTAIdzZNBE GKS aASNBSND®

i@ Microsoft SQL Server 2005 Setup I

Feature Selection
Select the program features you want installed.

Click an icon in the following list to change how a feature is installed.

- Feature description
B X v| Database Services 21 | Installs the Report Server, which

(- X~ | Analysis Services manages, executes, renders, and

[SRR =R E R cporting Services distributes reports. Also installs Report

Report Manager Builder, for ad hoc reporting.
Shared Tools

[#- X _~| Motification Services
X _~ | Integration Services
=)= ~] Client Components

- This feature requires 136 MB on your

X_~| Connectivity Components hard drive. It has 2 of 2 subfeatures
X _~ | Management Tools selected, The subfeatures require
= v | Business Inteligence Develo 9418 KE on your hard drive.
W | CaFriaea Daoalames sk ik ¥
«| 1 »
[~ Installation path
C:\Program Files\Microsoft SQL Servery Browse... I
Disk Cost... |
Help ' < Back l ext > I Cancel |

Figure6 - Microsoft SQL Server 2005 Reporting Services Setup

QL Server 2005 Service Pack (at least SP2)

3. [ Fdzy OK GKS wSLR2NIAY3I {FSCHfTeb.ecedy /A28 20/ al

SQL Re

porting Services and configure/check the following settings:

Report Server Virtual Directory:
Website:Default Web Site
Virtual Directory ReportServer

Report Manager Virtual Directory
Website:Default Web Site
Virtual DirectoryReports

Windows Service ldentity
Built-in Account Network Service
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Web Service Identity

ASP .NET Service Accotiit: AuthorityNetworkService

Report ServeDefaultAppPool

ReportManagerDefaultAppPool
If the Web Service Identity shows a red state despite theegabeing
O2NNBOG= Of A 01

Database Setup

2y W LILX e Qo

Server NameConnect to the SQL Server instance which is hosting the
Operations Manager Data Warehouse

Database Namée: f A O]

2y Whb8s0

i2 O

NBFGS | ySg

database. Database Name: Report®e (default). Do not select the option
to create the database in SharePoint integrated mode.

LT GKS

adlradsS A02y NBYlIAya
Email Settings (optional)

NBERXZ Of A0]

Sender Addres3 he sender email address for scheduled reports sent via

email.

SMTP Servemhe SMTP server being udedsending emails

Do not change SharePoint Integration, Execution Account or Initialization sedtitigjs

point.

Configure Report Server

] Grtes

ks

2 Feat Ny W Cesdtory ASP ST Sarven A

Fager Ju-r

Mt

The ol Sl 108 Wi 0o
ot 1152 et

Web Service Identity

— -
= U R

NI fosters  Pmtrart e mn

| | L

Figure7 - Reporting Services Configuration after the initial configuration

4. Checkhat you can access the reporting services URt®ut getting any errors

http://localhost/ReportServer
http://localhost/Reports

Installation
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5. If this check is successftgpeatsteps 3 to 5 on the other servers of the web farm.
When configuring the Reporting Serveonfiguration Database Setup, connect to the already
SEAAGAYT WwSLE2NI{SNBSND RIGlFIolFasS AyaidlyoOoSo

6. After installing and configuring SQL Reporting Services on all member nodes, return to the
Reporting Server Configuration of the first node.

Select Initializabn and joinall the additional nodes to the web farm.

=t |

Configure Report Server %_,—
& dgved | >

Initialization
3 e
o o ~ :‘ P 5 e .....:. : .:-—-- 4 » Soky e ok
o POt Mevees [(
9 Yot Sev et e 1~
D Wb s M
o D
@ Lot vray
- L ~
e ke | 3 Feone
& Tl g

_— e e

Figure8 - Joining farm members

7. Now check that you can access the local reporting URBf orember nodes:

¢ http://localhost/ReportServer
o http://localhost/Reports

- Instdlation



l. Installing Operations Manager Reporting Server

Before installing the Operations Manager Reporting Server on the farm's nodes, | strongly
recommend backing up th®perationsManagerDVEnd Reportingerverdatabases as well as the

individual farm member servers.

1. Youshouldnow stop theHealthServicand theConfig Servicen the Root Management
Server as it might lead toigh loadwhen installing several Repar Servers in a short

timeframe.Leave just th&SDK Servigenning.

2. Continuewith installing the OpsMgReporting Server (no dat@arehouse) on the firstveb
farm member node using the installation wizkiYou must be logged on as a member of the

Operations Manager Administrators group.

i'é Operations Manager 2007 Reporting Setup E

Custom Setup

Select the components that you want ko install.

Click an icon in the list below to change how that component will be installed.

T, This component installs Microsoft
Reporting Server

% ~| Data Warchouse - Component description
\:!_
=~ Operations Manager Reporting Server.

This component requires 12MEB on your hard
drive.

Location:
C:\Program Files\System Center Operations Manager 2007},

Help I Disk Usage | < Back I Mext = I Cancel l

Figure9 - Operations Manage Reporting Server Setup

e Connect to Root Management Seiver 9 Yy 1 SNJ 6§ KS wa{Q yI YS
e Connect to the Operations Manager Data Warehoirsgtance hosting the data

warehouse DB.

e SQL Server Reporting Services instaboafirm the local server node

e Data Warehous&Vrite Account Type username and password of the Data

Warehouse Writer account

¢ Data Reader Accountype username and password of the Data Warehouse Reader

account

The installationmay take very longt integratesthe SQL Reporting Services into OpsMgr's

security model and configusg®OpsMgr to uséhe datawarehouse.

Installation



3. Repeat step two for each remaining node in the web farm. Do not attempt to install more
than a single node at a time.

4. Apply hotfixes to all member servers.

5. Restart theConfig Serviceand HedthServiceon the Root Management Server.

J.Configure SQL Reporting Services Host Name

Whenall OpsMgr reporting servers have been installed, proceed with configuring the SQL Reporting
Services host name. For that purpose edit R@WebApplication.confand RSReportServer.config

files.

RSWebApplication.config

C:\ Program Files  \ Microsoft SQL Server \ MSSQL.[n] \ Reporting Services \ ReportManager

1. Edit<ReportServerUrite contain the FQDN including the virtual directory name
(reportserver). Do not forget to adaktps:// respectively http://

2. Delete the entry (but not the tags) fromReportServerVirtualDirectory>

RSWebdapplication.config| -l
F<Configuration:>
<Ix>
kRepDrtServerUrl>httns: opsmyrept . rburri.wordpress. cowd RBeportServer«/Report3erverUr 1 |-

<Report3erverVirtuallirectorys></FEeport3erverVirtuallirectory>

<ReportBuilderTrustlevel>FullTrust</ReportBuilderTrustlLevel>
<fUI=
<Extensions:>

Figurel0- RSWebApplication.config with VIP DNS name

RSReportServer.config

C:\ Program Files  \ Microsoft SQL Server \ MSSQL.[n] \ Reporting Services \ ReportServer
1. Set the<UrlRoot>ag value to the same value as above.

.../'i'-srepori:server.conﬁ‘gA'[
[ <MaximuraMemor yLimit>80</ Max imuoMemoryLimit>
<MaxdppDomainUnloadTime>30</ NaxippDomainUnloadTime>
<MaxQueueThreads>0</MaxQueueThreads>
] | <UrlRoot>https://opsmgrrpt.rburri.vordpress. com/reportserver</UrlRoot>
= <UnattendedExecutioniccount>
ES <UserNamwe> AQAAANCHMNdSBFAERJHOAWE/ C1+sBAAAASTNRKeBMvuUGK+Y jnKh63 4 AQAA2

Figurell- RSReportServer.config with UrlRoot property set

Repeat these steps for all farm member nodesstart the SQLReportingServer service at the end.
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K. Configure ASP.NET MachineKey

To enable view state for the interactive HThtide ofOperations Manager, theachineKey
parameter has to be set in theeb.confidfile in the OperationsManager and Reporkbger
directories.

The msdn articlélow To: Configure MachineKey in ASP.NEd@e&€ribes the steps to generate a
valid MachineKey in details. Favde weary Several key generatorsrcae found on the internet
e.g.developmentnow ASP.NET machineKey Generator

1. WebConsole

e Generate an ASP.NET 2.0 machineKey

e Edit theWeb.confidfile in the web console's itual directory €:\ Program
Files \ System Center Operations Manager 2007 \ Web Console ), adding the
<machineKey> tag inside the <system.web> section. Repeat this for every web server
in the farm. The machineKey element mustitdenticalfor all of them.

2. Repat Server

e Generate another ASP.NET 2.0 machineKey

e Edit theWeb.confidfile found in the RportManager directoryd:\ program
Files \ Microsoft SQL Server \ MSSQL.[n] \ Reporting Services \ ReportManager ). Again:
Make sure the machine key is the same on all farmeso

_Web.config* |
<?¥ml version="1.0" encoding="utf-8"?2>
[ <configuration>
ﬁ <configSections>
<section name="MicrosoftWebControls" type="3Systemn.
<section name="RStrace" type="Microsoft.Reportings
<section name="UIConfig" type="Microsoft.Reporting
- </configSections>
<system.nec>
<defaultProxy enabled="false"/>
- </3ystem.net>
= <system.web>

17}
L

<machineKey validationKey="0BESZZ8

<pages validateRegquest="false"/>

<gompilation defaultLanguage="c#" debug="false"/>
<customErrors mode="0ff"/>

<authentication mode="Windows"/>

<identity impersonate="true"/>

<trace enabled="false" reguestLimit="10" pageOutpu
<sessiondtate mode="InProc" cookieless="false" tin

Figurel2- Web.config file with machineKey tag
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http://msdn.microsoft.com/en-us/library/ms998288.aspx
http://www.developmentnow.com/articles/machinekey_generator.aspx

L. Backup SQL Reporting Services Encryption Key

Some of the content of the SQL Reporting database is encrypted. | highly recommend saving a copy
of the encrypion key.

1. [ Fdzy OK (KS wSLRZNIAyYy3a {FCdigTobl.es® y2TyA Jdy\g (2AR yi KaS:
member servers. Connect to the local SQL Reporting Services and dickrgption Keys

2. Backup the Encryption Key to a file and store it in a safe place.

Configure Report Server kiad
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& Server Status

& Maceet Server Vrtud Cewciory The encryption hey for report server sefeguards semsitive efarmaston staved in Ui report server
dotabass, It s oo ant b0 Drotadt this ey agaret deckisuse o theft

& Raport Manager Vit Orectoey
£r0rton hey nantanaxe

& Wrdomt Sacace Jmecry i [ A‘ = "I‘
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Figurel3- SQL Reporting Key Backup

152

NOTEDo not confuse this key with the Root Management Server encryption key. Keep
backup of both to be able to recover or migrate your data.
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M. Configure IIS for load -balancing and SSL
To allow the IIS server to host the two web sitedependently some manual configuration is
required. All steps need to repeatedon every farm member node.

Web Console

1.

2
3.
4

Open the Internet Information Services Manages.nsg

FromWeb Sits, right clickh LISNJ G A2y a al y I 3 Sndchoose propérted / 2y a2 f

On the Web Site tab, click Advanced

In the Advanced Web Site Identificatidialogue, configure the host header value of the web
aAiS G2 YI Gd0OK & #3askodmlionrs fequired: Change théTICP port

value to 51909 (this port will not be used for IIS communication later).

Example ppsmgrcons.rburri.wordpress.com

D attms ™Masayer 2007 WeliCansole Fripetties 2] x|
Deectory Secuky | WTTPMeaders | CustomEnmors | AsPNET
webste | Pefumace | [SAPIFRers | HovelDeectory | Dooumeris
Web e it ication
Degonption: [~. perations Manages 2007 WebCorsoks

1

O T S ]

I p

Mliphs ket s for this Web ske

“Mtple S5 identiies for this Web ste

I addiess SSL pedt

Add/Edt Web Site Identilication [ x|
Identiication

= P advess: (om0 -

TCF pot 51509

Hogt Header value: [m:-:rc,'turr wordpress, com

[T ] cems | wo |

Figurel4-11S host header value configuration

If SSL commmication is required: Return to the web site properties and change to the

Directory Securitiab

In Secure communicationslickServer Certificatdmport the certificate from the .pfx file or

FaaAdy by FENBFRE AYLR NI S RusOiite Fosthdade & ¢ K S

value.Set the SSL port t®1908(the default port of the web console).

Back on the Directory Securityb; force the web site to onlpccept SSL communicatidn

Secure communicationslickEdit  ¢Reeddiye sééure chann@SIL) &
Applyall changes and close the web site property dialogue

Installation
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Report Server

1. Open the Internet Information Services Manages.nsg

2. FromWeb Site§ NJA 3 Befault®Veth Sigand ghoose properties

3. On the Web Site tab, change the descripti@hoce a selspeaking name (e.§perations
Manager2007Reportingp

4. On the Web Site tab, click Advanced

5. Inthe Advanced Web Site Identificatidialogue, configure the host header value of the web
arxiasS G2 YrOOK 82dzNJ gANIdzZ £ Lt Qad Cv5b
Examp|e'0psmgrrpt.rbur ri.wordpress.com

6. If SSL communication is required: Return to the web site properties and change to the
Directory Securittab

7. InSecure communicationslickServer Certificatdmport the certificate from the .pfx file or
assign an already imported ce®ifOl 4t S® ¢ KS OSNIATFTAOFGSQa yIYS Y
value.Leave the SSL port at the default4af3.

8. Back on the Directory Security tab, you may force the web site to only accept SSL
communication. IrBecure communicationslickEditd  ¢Redqife e¢Hre channel (SSLIP

9. Apply your changes and close the web site property dialogue

10. If SSL communication is requiregiunch the Reporting Server Configuration Manager
RsConfigTool.eged / 2y ySOG (2 GKS f 20F f RepoftSew&LJ2 NIi A y 3
Virtual Directory

1. / K S Beguiré’Secure Socket Layer (SSL) connéztions
2. SetRequirefol B¢t f {h!t !tL&aQ
3. SetCertificate Naméo the FQDN

Examp|e'opsmgrrpt.rburri.wordpress.com
4. Click Apply

Configure Report Server Hi_. B Q_E
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Figurel5- SQ Reporting SSL Configuration
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Check availability
Restart the 1IS adin service on all member nodes.

You should now be able to access the URLs of the web console and the reporting server through the
load-balanced virtual IP.

e http(s)://opsmgrcons.rburri.wodpress.conb1908
e http(s)://opsmgrrpt.rburri.wordpress.com/reportserver
e http(s)://opsmgrrpt.rburri.wordpress.com/reports

If you are having problems accessing any of the above URLS, refer to the troubleshootomg atecti
the end of this document.
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N. Configure OpsMgr web addresses

With all web interface$unctional open the Operations Manager consdiethe Administration
pane, set the URLSs to the virtual IPs' FQDN for the web console and the reporting server.

1.

In Settings open the properties oReporting Set the URlalue

Examplehttps:// opsmgrrpt.rburri.wordpress.com/ReportServer

Open Properties oVeb AddressesSet theURL value for the web console

Example https:// opsmrgcons.rburri.wordpress.com:51908/default.aspx

I System Center Operations Manages 2007 - LAB
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Figurel6 - Configuration of the web service URLs
3.

to the Operations Manager Report Operatfile.

4. Restart the Operations Manager console.

In Security, open User Roles. Add the user groups with access to Operations Manager reports
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Optional configuration steps

ASP .NET Application Pool Settings

Should the web console and reporting server only be used few tadey, the users might

experience a delay during their first request to the applications. This happens because IIS by default
recycles its application pools after 20 minutes of inactivity. Upon the first request, 1I1S will start a fresh
worker process which will take some seconds.

The default 1IS settings work fine when the applications see a mid to high use. If the web console
and/or reporting server are not accessed often, consider the following configuration settings:

Application pool Default | Low use Remark

property setting setting

Recycle Worker 1740 (29| disable

Process (in minutes)| hours)

Recycle worker none daily Set different times on each farm member server
process at the during low

following times use

Shutdown worker 20 disable | Leaving the default setting of 20 minutes, might
process after being lead to slow response when the users connect to
idle for (time in the web applications for the first time

minutes)

Maximum number of 1 1 Do not change this value. The applications will n
worker processes work properly if it is increased.

Worker process mus 90 90 When using low performance serveascasionally
start within (time in the application pool takes longer than 90 second
seconds) to start (e.qg. virtual lab machines). In that case
Worker process mus| 90 90 increase the settings as required.

stop within (time in

seconds)

Table5 - 1IS Application Pool Settings

To change the default application pool settifgffects all application pools)

1. Open the Internet Information Services Manages.insg
2. Right click or\pplication Pooland chooséProperties
3. Set the appropriate values dhe RecyclandPerformanceaabs

- Optional configuration step:



e At Pew grdm e =l@ix]

e M EFRLE k;ph.\lum Poom Progetirs
Povost Ifoevaten Sences | Dm
k Seveuarwptl _‘!__ ‘.“.v | ’I '“"t VI
| dgphcatin Pode o
31 ol Dot siopFoct ™ Recye worter g (et [J
o DetasigpFon roceees .
1 o OPwebCorodiedpe -.
| Wb Stae Bty Cie works proceds [runbes of ceguetel E .
% g b Marager 00
D0t ahiones Mandger 200 ¥ Racydie wirier (roessas S the foloweg res!
) Wb Servics Echarstan
Regyore,. I
£ I
Veoury recydeg
Recyche wortey prooeis ofter Eonesnng tem et renary;
T Manse wbus mmecry O nogdbetes) T
™ Muwrs pad mevery (n magabnter) E_
. } i)
o l Carew I fyory ] Help ]

Figurel7-1IS Application Pool settings

Custom Images and Logos

Adding company logos to the web console and the reports is achieved by replacing the original
AYl 3Sa oheonésdidpeuNdBoicé. It is important not to change the size, format and file name
of the images. The followirgsts containmages which are goof candidatfes customization.

Web Console Images
¢2 OKIy3aS GKS $So 02y a2dcStieirigRa filds dzthelimagelocaiéna = & A YL
folder with the custom ones. Repeat this step on every web farm member node.

File Name Image Location Size | Description
log_in.png C\Program FilesSystem Center | 574 x | Background picture of the web
Operations Manager 200Web | 448 |O2yaz2f SQa 23 }
Consol&lmages authentication)

header_backl.png C\Program FilésSystem Center | 896 x | Upper right header background ¢
Operations Manager 200Web | 43 the web console
Consol&lmages

Table6 - Customizable Web Console images

- Optional configuration step:



Reporting Server Images
wSLI I OAy3 wSLRNIAYy3a { SNBSNDRa RSFldzZ & AYIl3S
folder but also replacing them the reporting server database:

1. CGopy thealtered images to the image directory on all web farm member nodes.
2. Access the reports URLIirternet Explorer
(https://opsmgrrpt.rburri.Wordpress.com/Reports )
3. Click Upload File and load the customized images. You must Oveclrite item if it exists

Figurel8- Replace Report Server banner images

File Name Image Location Size Description
banner_landscape.jp{ C\Program FilasSystem Center Operationg 1013 x | Header of
Manager 200YReportingReports 62 landscpe reports

banner_portrait.jpg C)Program FilasSystem Center Operationg 772 x | Header of portrait
Manager 200YReportingReports 62 reports

Table7 - Customizable Web Console images

- Optional configuration step:



